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Department 1 Tomcat J

IP: 192.168.5.x network

> Nginx Department 2 Tomcat
Webserver

IP: 192.168.6.x network

Department 3 Tomcat J

IP: 192.168.7.x network

IP: 192.168.1.15
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* Static file serving.
e SSL/TLS support.
* Virtual hosts.

* Reverse proxying.
* Load balancing.

* Compression.

* Access controls.
* URL rewriting.

* Custom logging.

Server-side includes.

Limited WebDAV.

FLV streaming.

FastCGl.
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nginx.conf Guardian

server_name *.b@.updiyun.com Custom Domain Binding

Custom Antileech Rules and Redirect:

valid_referers, allow, deny ip, user-agent, referer, token etc.

Custom Cache Control:
support specific URI rules etc.

expires 7d

ssl_certificate” ssl_stapling” Custom SSL

Custom CDN Origin:

support multi-network routing etc.

upstream { server 127.0.0.1 }

max_fails=3 fail_timeout=30s Custom Health Check Strategy:
health_check (*) passive, active

round-robin, ip_hash, hash (1.7.2+)  Custom Load Balancing Strategy

rewrite Custom URL rewrite


http://b0.upaiyun.com

Before

192.168.11.1:8080

192.168.11.2:8080 &

..........................................

192.168.11.3:8080 &

upstream ai-dc {
server 192.168.11.1:8080 weight=1 max_fails=10 fail_timeout=30s;
server 192.168.11.2:8080 weight=2 max_fails=10 fail_timeout=30s;

server 192.168.11.3:8080 weight=1 max_fails=10 fail_timeout=30s backup;

proxy_next_upstream error timeout http_500;
proxy_next_upstream_tries 2;
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Guardian LESE

-- guardian/modules/user_dispatch.lua

function _M.proxy_backend_server(args_config)
local args = ngx.req.get_uri_args()
local license = utils.get_license_from_args(args)
1f license then
local license_type = cache.rawget(license)
1f not license_type then
license_type = get_license_type(license, args_config)
cache.rawset(license, license_type, 3600) -- 3600 seconds, 1 hour
else

ngx.log(ngx.INFO, "Get license from shared DICT, license_type= ", license_type)
end
1f license_type == LICENSE_TYPE.PAYED then
ngx.log(ngx.INFO, "proxy to paid user, license= ", license)
if stat_cache then stat_cache:incr("passto_paid_user_count", 1) end
return "dcpaid"
end
end

ngx.log(ngx.INFO, "proxy to free user, license= ", license)
if stat_cache then stat_cache:incr("passto_free_user_count", 1) end
return "dcfree"

end



Guardian X E x %o

Master LualIT

4 ,‘,fork! RY

Worker Worker

LualIT
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access_by_lua
local router = require *“guardian.modules.dynamtic_router"”

-- P& Worker XE—HEE , LA
ngx.ctx.backend_server = router.exec_router()

TEMPORARILY REMOVED
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Redis

Shm Cache
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T < @B Redis Conter

Iru:rr_state (11.2) Iru:rr_state (11.4) Iru:rr_state (11.2)

Iru:srv_status Iru:srv_status Iru:srv_status
1 1 1
Lo Do !
Lo Do !
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5 3 5 3 .1 request_pre_minutes=120
192.168.11.1:8080 | | ¢ (") 192.168.11.1:8080 e (") 192.168.11.1:8080 RS Ay .
o . g : max_request_pre_minutes=300
% 192.168.11.2:80800 ; :

192.168.11.2:8080 & © | 192.168.11.2:8080 ) ' |

192.168.11.4:8080 @ | |
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NGIUX (+) LUA = OpenResty (Guardian)

http {
server {
listen 8080;

location /add {

set Sres '';
rewrite_by_lua '

local a = tonumber(ngx.var.arg_a) or 0
local b = tonumber(ngx.var.arg_b) or 0
ngx.var.res = a + b

1o
I

content_by_lua '
ngx.say(ngx.var.res)

.
b}
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README .md

bin

L— guardian

spec

guardian

F— admin

— cl1i

— config.lua

— restart.lua

— utils

| — signal.lua

| L— ssl.lua

— utils.lua

L— version. lua
constants.lua
guardian. lua

modules

— license_operation.lua
— request_stat.lua
L— user_dispatch.lua
tools

— http_client.lua
L— utils.lua

vendor

L— ssl.lua
guardian-0.0.1-1.rockspec
guardian.yml
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make install

/usr/local/guardian

F— luajit
F— nginx_tmp

— client_body_temp

— fastcgi_temp

— logs

— access.log

L— error.log

nginx.conf

proxy_temp

scgi_temp

ssl

— guardian-default.crt
L— guardian-default.key
uwsgi_temp
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Quick Start
make depS ........................ » build/install.sh

RUBY_VERSION=2.2.2

make d ey LUA_VERSION=5.1.4

LUAJIT_VERSION=2.1.0-betal

PCRE_VERSION=8.37

ma ke | N Stal I LUAROCKS_VERSION=2.2.2

OPENRESTY_VERSION=1.9.3.1
OPENSSL_VERSION=1.0.2e
SERF_VERSION=0.7.0

v
Makefile

.PHONY: 1install dev clean doc lint test coverage uninstall start_test_guardian stop_test_guardian

install:
@if [ ‘uname‘ = "Darwin" 1; then \
luarocks make guardian-*.rockspec; \
else \
luarocks make guardian-*.rockspec \
PCRE_LIBDIR="find / -type f -name "libpcre.sox" -print -quit 2> /dev/null | xargs dirname‘ \
OPENSSL_LIBDIR="find / -type f -name "libssl.so*" -print -quit 2> /dev/null | xargs dirname‘; \
fi

dev: install
@for rock in S(DEV_ROCKS) ; do \
if ! command -v $Srock &> /dev/null ; then \

echo $Srock not found, installing via luarocks... ; \
luarocks install $Srock ; \

else \
echo $Srock already installed, skipping ; \

fi\
done;
bin/guardian config -c guardian.yml -e TEST
bin/guardian config -c guardian.yml -e DEVELOPMENT
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Lua CDN
Lua WAF

Lua SSL
Lua APL
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blog.cloudftlare.com Openresty Lua Github

Maxim Dounin 1QOr Sysoev chaoslawful
https://groups.google.com/forum/#!forum/OpenResty

Michael Pall O Pen source
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